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Abstract. Cloud storage enables its users to store confidential informa-
tion as encrypted files in the cloud. A cloud user (say Alice) can share
her encrypted files with another user (say Bob) by availing proxy re-
encryption services of the cloud. Proxy Re-Encryption (PRE) is a cryp-
tographic primitive that allows transformation of ciphertexts from Alice
to Bob via a semi-trusted proxy, who should not learn anything about
the shared message. Typically, the re-encryption rights are enabled only
for a bounded, fixed time and malicious parties may want to decrypt or
learn messages encrypted for Alice, even beyond that time. The basic
security notion of PRE assumes the proxy (cloud) is semi-trusted, which
is seemingly insufficient in practical applications. The proxy may want
to collude with Bob to obtain the private keys of Alice for later use.
Such an attack is called collusion attack, allowing colluders to illegally
access all encrypted information of Alice in the cloud. Hence, achieving
collusion resistance is indispensable to real-world scenarios. Realizing
collusion-resistant PRE has been an interesting problem in the ID-based
setting. To this end, several attempts have been made to construct a
collusion-resistant IB-PRE scheme and we discuss their properties and
weaknesses in this paper. We also present a new collusion-resistant 1B-
PRE scheme that meets the adaptive CCA security under the decisional
bilinear Diffie-Hellman hardness assumption in the random oracle model.

Keywords: Identity-based proxy re-encryption - Collusion-resistance
Random oracle - Unidirectional - CCA-secure

1 Introduction

Cloud security is imperative in recent years owing to the popularity of cloud data
storage and transmission. In order to preserve data privacy, users rely on stan-
dard encryption mechanisms that encrypt data using their public keys prior to
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cloud storage. Enabling secure data sharing in the cloud calls for fast and secure
re-encryption techniques for managing encrypted file systems. Blaze, Bleumer
and Strauss [3] introduced the concept of Proxy Re-encryption (PRE) towards
an efficient solution that offers delegation of decryption rights without compro-
mising privacy. PRE allows a semi-trusted third party termed proxy to securely
divert encrypted files of user A (delegator) to user B (delegatee) without reveal-
ing any information about the underlying files to the proxy. In the cloud scenario,
the file owner shares a re-encryption key with the proxy (designated server in the
cloud) who is assumed semi-trusted. PRE systems are classified as unidirectional
and bidirectional based on the direction of delegation. They are also classified
as single-hop and multi-hop based on the number of re-encryptions permitted.
In this work, we focus on unidirectional and single-hop PRE schemes.

In a single-hop environment, a user A uses the cloud to store encrypted infor-
mation and further sets the cloud as a proxy to allow re-encryption, thereby
maintaining two kinds of encrypted data. The first kind called first-level cipher-
text is the encrypted data that A would like to share with others. These kinds
of data are subject to re-encryption and the cloud performs the conversion as a
service upon receiving the re-encryption key (re-key) from user A, re-encrypting
towards user B. The second kind called second-level ciphertext, is the encrypted
data re-encrypted towards A by a user C'. Note that the second-level ciphertexts
of A cannot be re-encrypted again with the re-key of A, as the PRE scheme is
single hop. The re-key is created as a function of the private key of A, the public
key of B and possibly some keys associated with the cloud. Hence, it is natural to
ask if B and the cloud can collude and acquire the private key of A. To motivate
such a collusion, we observe the following two scenarios. Firstly, a malicious user
B and a colluding cloud with a re-key may want to obtain the hidden messages
in the second-level ciphertexts of A, which can be realized only using the private
key of A. Again, the re-encryption rights are enabled for a bounded, fixed period
and malicious parties may want to decrypt ciphertexts of A even beyond that
period. Such an attack where a colluding cloud and a delegatee B obtains the pri-
vate key of A is termed collusion attack. Preventing collusion attack is one of the
major important problems in the context of cloud storage and computing. When
the private key of A is obtained, the cloud and user B can cause total damage to
user A in every possible way. Such a disclosure could be misused to the detriment
of the delegator A such as unauthorized sharing of his confidential files, financial
loss and identity theft. This marks collusion-resistance as a crucial property in
proxy re-encryption; it achieves re-encryption by placing minimal trust on the
proxy. Besides cloud storage, PRE can be applied to secure encrypted electronic
mail forwarding, distributed system storage, outsourced filtering of encrypted
spam, DRM of apple iTunes among others [1,2,15].

Identity-based PRE was introduced by Green and Ateniese [8] as a solution
to the certificate management problem in the PKI based PRE schemes. Of all
the properties offered by identity-based proxy re-encryption (IB-PRE), collusion
resistance is the most desirable as it preserves the private key of the delegator
even during an event of collusion between the proxy and delegatees. This would
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enable re-encryption in several real-time scenarios, such as secure sharing of files
in a cloud with an untrusted server. In this paper, we study IB-PRE in the light
of collusion resistance and propose a CCA-secure IB-PRE scheme that achieves
the same based on Decisional Bilinear Diffie Hellman (DBDH) assumption and
its variants in the random oracle model.

1.1 Related Works and Contribution

In ACNS 2007, Green and Ateniese [8] presented the first two constructions of
IB-PRE, one being CPA-secure and the other being CCA-secure using bilin-
ear pairing based on the Decisional Bilinear Diffie-Hellman assumption in the
random oracle model. Their scheme is unidirectional, non-interactive, permits
multiple re-encryptions but does not offer security against collusion attacks.

In this paper, we address the open problem proposed in [10] to design a
non-interactive collusion-resistant IB-PRE scheme. Although several attempts
have been made to achieve collusion-resistance in the identity based setting, all
existing results are shown to either have some weaknesses or be insecure. In the
collusion-resistant IB-PRE scheme given by Wang et al. [18] in the random oracle
model, the re-keys are constructed using the master secret key which involves
the PKG, making the scheme highly infeasible. Since the PKG is responsible
for the generation of private keys, achieving delegation with the involvement of
the PKG is trivial but undesirable. In [13], a generic construction for a collusion
resistant IB-PRE has been given based on threshold cryptosystem and key-
management in IBE. However, their encryption algorithm involves splitting the
private keys of the delegator into two components and publishing two public keys
corresponding to the private keys. This is equivalent to the PKI setting, as the
public keys require certification. Wang et al. [19] proposed a collusion-resistant
IB-PRE scheme which is CPA-secure for the first-level ciphertext and CCA-
secure for the second level ciphertext in the standard model based on the eDBDH
assumption. In 2013, Han et al. [9] presented a CPA secure collusion-resistant IB-
PRE scheme in the standard model based on the DBDH assumption. In 2015, Qiu
et al. [12] proposed a collusion-resistant IB-PRE scheme in the standard model.
However, in 2016, Zhang et al. [20] showed that the scheme presented in [12] is
vulnerable to collusion attacks. They also proposed a new identity-based proxy
re-encryption scheme withstanding collusion attack and chosen ciphertext attack
in the standard model. Note that both the collusion-resistant PRE schemes [9,20]
make use of the information from the ciphertext components in the process of
re-key generation. This clearly forces the user to create a separate delegation
key for every ciphertext being translated. In the standard definition of PRE, a
re-encryption key is generated only once between two parties (delegator A and
delegatee B), irrespective of the number of ciphertexts being translated. But in
[9,20], for every delegation between A and B, A needs to generate a new re-
encryption key being delegated from A to B. This enforces the fact that user A
needs to be online along with the proxy for converting every ciphertext towards
user B. In fact, this is equivalent to the decrypt-and-then-encrypt functionality.
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Note that making use of the knowledge of information from the ciphertext to
generate re-keys is simple and trivial but makes the scheme highly impractical.

In our work, we address the open problem on collusion-resistance in the ID-
based setting, affirmatively adhering to the standard definition of PRE. Ever
since the problem is proposed, it has remained as a challenging problem. In
the recent past, certain attempts have been made but most of them have either
major drawbacks or serious flaws as discussed. A summary of IB-PRE schemes is
provided in Table 1 in the context of collusion-resistance, alongside our scheme.
Our collusion-resistant IB-PRE scheme is based on the IBE scheme of Boneh
and Franklin [4] and BLS short signature [5] and satisfies adaptive CCA security
based on standard assumptions called the Decisional Diffie-Hellman assumption
(DBDH) and its variant (m-DBDH). The proof of CCA security is considered
in the random oracle model. The proof of collusion resistance of our scheme is
based on modified Computational Diffie Hellman assumption(m-CDH).

Table 1. A summary of IB-PRE schemes in the context of collusion-resistance.

Scheme Security | Proof Delegation process|Underlying |Remarks
model involves assumption
Wang et al. [18] |CCA RO PKG, Delegator DBDH PKG involvement for
collusion-resistance makes scheme
infeasible
Wang et al. [19] |CPA™* Standard |Delegator eDBDH Questionable or unproven claims™
Han et al. [9] CPA Standard |Ciphertext DBDH Re-key generation involves
Components and delegator and ciphertext
Delegator components for

collusion-resistance, standard
PRE definition not satisfied

Qiu et al. [12] CCA Standard |Delegator DBDH Collusion attack reported in [20]

Zhang et al. [20]| CCA Standard |Ciphertext DBDH Re-key generation involves
Components and delegator and ciphertext
Delegator components for

collusion-resistance, standard
PRE definition not satisfied

Our scheme CCA RO Delegator DBDH Collusion-resistant, adheres to
standard PRE definition

*The proof of security in [19] is questionable as simulating the challenge ciphertext solves the discrete log
problem, discussed in details in Sect. 5.

2 Preliminaries

2.1 Bilinear Maps
A map é: Gy x Gy — Gr is a bilinear map if it satisfies the following conditions:

G1, Gt are of the same prime order g¢.

For all a, b e Z7, g € Gy, é(g”, g°) = é(g,9)™.

The map is non-degenerate, i.e., if G; = (g), then Gp = (é(g, g)).
é is efficiently computable.

Ll e



A CCA-Secure Collusion-Resistant IB-PRE Scheme 115

2.2 Hardness Assumption

We state the computational hardness assumptions that we use to prove the
security of our scheme. Let Gy, Gr be cyclic groups with prime order ¢ and
¢ : Gy x Gy — G be an admissible bilinear map.

m-Computational Diffie-Hellman (m-CDH) Assumption [16]: The mod-
ified Computational Diffie-Hellman (m-CDH) assumption in G is, given a tuple
of elements (g7g“,gb,g%,g%) € G;°, where a, b €p Zy, there exists no PPT
adversary which can compute ¢?® in G, with a non-negligible advantage.

Decisional Bilinear Diffie-Hellman (DBDH) Assumption: The Decisional
Bilinear Diffie-Hellman (DBDH) assumption in Gy, Gr is, given a tuple of ele-
ments (g, g% g%, 9¢, T) € G1* x Gp, where a,b,c €g Zy, there exists no PPT

abe

adversary which can decide whether T = é(g, g)**¢ or T is a random element in

G, with a non-negligible advantage.

m-Decisional Bilinear Diffie-Hellman (m-DBDH) Assumption [17]: The
modified-Decisional Bilinear Diffie-Hellman (m-DBDH) assumption in Gy, Gr
. . a 1 1 a b c 7

is, given a tuple of elements (g, 9%, ga,9%,9%,9°, 9%, T) € G’ x G, where
a,b,c €gr Zy, there exists no PPT adversary which can decide whether T' =

é(g,9)% or T is a random element in Gz, with a non-negligible advantage.

3 Definition and Security Model

3.1 Definition

In this section, we describe the syntactical definition of our single-hop unidirec-
tional IB-PRE scheme. An IB-PRE scheme consists of the following algorithms.

— Setup()): The PKG runs this probabilistic algorithm that takes a security
parameter A\ as input and outputs the public parameters params, which is
shared with all the users, and the master secret key msk is kept private.

— KeyGen(msk, id;, params): This is a probabilistic algorithm run by the
PKG which on input of the master secret key msk and a user identity id; €
{0,1}*, outputs the private key sk;q, of the user identity id;, which is securely
communicated to the user.

- ReKeyGen(skiq,, id;, params): The delegator runs this probabilistic algo-
rithm and takes as input its private key sk;q4, and the public key of the delega-
tee id; to generate a re-encryption key RK;_.; from id; to id;. The delegator
then sends the re-encryption key to the proxy via a secure channel.

— Encrypt(m, id;, params): The sender runs the encryption algorithm which
takes as input a message m € M and an identity ¢d; under which m is
encrypted. It outputs the ciphertext C, which is termed as first-level cipher-
text.

— Decrypt (C, skiq,, params): The decryption algorithm is a deterministic
algorithm run by the delegator. On input of a first-level ciphertext C and the
delegator’s private key sk;q,, the algorithm outputs message m € M or the
error message “INVALID CIPHERTEXT”.



116 A. Paul et al.

— Re-Encrypt(C, RK,_,;, params): This is a probabilistic algorithm run
by the proxy which takes as input the first-level ciphertext C and the re-
encryption key RK;_.; and outputs the re-encrypted ciphertext D, termed as
second-level ciphertext.

— Re-Decrypt(D, sk;q,, params): This is a deterministic algorithm run by
the delegatee. On input of the second-level ciphertext D and the delegatee’s
private key skiq,, the algorithm outputs the original message m € M or the
error message “INVALID CIPHERTEXT”.

The consistency of an IB-PRE scheme for any given public parameters params
and a key pair (id;, skia,), (id;, skiq;) is defined as follows:

1. Consistency between encryption and decryption:
Decrypt(Encrypt(m, id;, params), sk;q,, params) = m,¥Ym € M.
2. Consistency between re-encryption and re-decryption:
Re — Decrypt(D, skiq;, params) = m,¥m € M,

where D < Re-Encrypt(C,RK,_;, params), C «— Encrypt(m,id;, params).

3.2 Security Model

In this subsection, we define the security notions of our IB-PRE scheme. In
IB-PRE, there are two levels of ciphertexts, the first-level and the second-level
ciphertext, and it is crucial to prove the security for both levels [11]. We consider
the CK model wherein the adversary A can adaptively choose public keys for
malicious users. A adaptively queries the oracles listed below, and the challenger
C responds to the queries and simulates an environment running IB-PRE for A.

— Private Key Extraction Oracle(Okg(id;)): Given as input an identity
id;, return the corresponding private key sk;q, .

— Re-Key Generation Oracle(Ogg(id;,id;)): Given as input (id;,id;),
return the re-encryption key RK;_,;.

— Re-Encryption Oracle(Org(id;,id;,C)): Given as inputs two identities
(id;,id;) and a first-level ciphertext C, return the second level ciphertext D.

— Decryption Oracle(Opgc(id;, C)): Given as input an identity id; and a first
level ciphertext C encrypted under id;, return the message m or “INVALID
CIPHERTEXT?” if the ciphertext is invalid.

— Re-Decryption Oracle(Oreprc(id;,D)): Given as input an identity id,
and a second level ciphertext D re-encrypted under id;, return the message
m or “INVALID CIPHERTEXT?” if the ciphertext is invalid.

First Level Ciphertext Security: In the first level ciphertext security, an
adversary A is challenged with a first level ciphertext C encrypted under the
target identity id*. Following is the description of the game template for Chosen
Ciphertext Security:
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1. Setup: The challenger C takes a security parameter A and executes the Setup
algorithm to get the system parameters params and returns it to A.

2. Phase 1: A adaptively queries the Private Key Extraction, Re-Key Genera-
tion, Re-Encryption, Decryption and Re-Decryption oracles and C responds
to the queries.

3. Challenge: When A decides that Phase 1 is over, it outputs two equal-
length plaintexts mg, m; € M and a target identity ¢d* with the following
adversarial constraints:

— The private key of the target identity id* must not be queried previously.

— A must not have queried Org (id*,d;), such that the private key of id;
is already queried upon.

On receiving {mg,m1}, C obtains a random bit ¢ € {0,1} and computes a
challenge ciphertext C* = Encrypt(my,id*, params) and returns C* to A.

4. Phase 2: A issues queries as in Phase 1 with the following constraints.

— The Re-Key Generation query Org (id, id;) is only allowed if the private
key of id; has not been queried previously.

— If A issues a Re-Encryption query Org(id;, id;, C) such that the private
key of id; has been queried upon, (id;, C) cannot be a challenge derivative
(defined next) of (id*, C*).

— A can issue a Decryption query Opgc(id;, C) or a Re-Decryption query
Orepec(id;, D) only if (id;, C) or (id;, D) is not a deriwative of (id*,
C*).

Definition 1 (Challenge Derivative). The challenge derivatives of (id;,C)
in the CCA setting as adopted from [7] are as shown below:

— Reflexitivity: (id;,C) is a challenge derivative of its own.

— Derivative by re-encryption: if D «— Ogg(id;,id;,C), then (id;, D) is a chal-
lenge derivative of (id;, C).

— Derivative by re-key: if D «— Re-Encrypt(C, RK,_.;, params), where the re-
key RK;.; «— Ogrx(ID;,ID;), then (id;,D) is a challenge derivative of
(id;, C).

5. Guess: Finally, A outputs a guess ¥’ € {0,1}.

The advantage of the adversary 4 in winning the game is defined as:
1
- —CCA
Adpf{SP TBPRE=COA _ gl prfy! = )|

where the probability is taken over the coin tosses of the challenger C and adver-
sary A. The scheme is IND-IBPRE-CC A secure for the first level ciphertext
against any t-time adversary A making qx g queries to key extraction oracle,
qri queries to the re-key generation oracle, ggp queries to re-encryption oracle,
qpec queries to decryption oracle, grepprc queries to re-decryption oracle, if
the advantage of A is: Advi%%;fBPRE*CCA <e
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Second Level Ciphertext Security: In the second-level ciphertext security,
the adversary A is challenged with a second level ciphertext D* which is a re-
encryption of the ciphertext C under the delegator identity ¢d; towards target
identity id*, re-encrypted using the re-key RK;_,.. A does not have access to the
corresponding first level ciphertext C. The security for the second level ciphertext
is unaffected whether the delegator identity id; is a corrupt user or not. Note
that, since a second-level ciphertext cannot be further re-encrypted, A is allowed
to obtain all the re-encryption keys in our security model. This also justifies the
removal of the re-encryption oracle from the security model. Following is the
description of the game template for Chosen Ciphertext Security:

1. Setup: The challenger C takes a security parameter A and executes the Setup
algorithm to get the system parameters params and return it to A.
2. Phase 1: A adaptively queries to Private Key Extraction, Re-Key Genera-
tion, Decryption and Re-Decryption oracles and C responds to the queries.
3. Challenge: When A decides that Phase 1 is over, it outputs two equal-
length plaintexts mg, m; € M, a delegator identity id; and an honest target
delegatee identity id* with the following adversarial constraints:
— The adversary A must not have queried Ok g(id*) at any point in time.
— The A must not have queried Ogg (id;,id*).
— A cannot choose id; as the delegator if it has already obtained RK;_,..
On receiving {mg,m1}, C obtains a random bit ¢ € {0,1} and com-
putes a challenge ciphertext D* = Re-Encrypt(Encrypt(my,id;, params),
RK;_..,params) and returns D* to A.
4. Phase 2: A issues queries as in Phase 1 with the following constraints:
— A cannot issue a Re-Decryption query Opgc(id*, D*).
— If sk;q, has been queried previously, A cannot query RK,_,, to C.
5. Guess: Finally, A outputs a guess ¢’ € {0,1}.

The advantage of the adversary A in winning the game is defined as:

A,second

B _ 1
Ady!ND—IBPRE-CCA _ 2|Pr[y) = w]_i‘

where the probability is over the coin tosses of the challenger C and adversary A.
The scheme is IN D-I BPRE-CC A secure for the second level ciphertext against
a t-time adversary A making qx g queries to key extraction oracle, grx queries to
the re-key generation oracle, gp gc queries to decryption oracle, grgpEc queries

to re-decryption oracle, if the advantage of A is: Advij\gfcgif PRE-COA ¢

Collusion Resistance: Collusion-resistance or delegator secret key (DSK)
security prevents a colluding proxy and delegatee to recover the delegator’s pri-
vate key in full [7]. Following is the game template of the security model for
collusion resistance as in [6].

— Setup: C takes as input the security parameter A\ and runs the Setup algo-
rithm to generate and return the system parameters params to A.
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— Queries: A issues the following queries adaptively to C:

e Private-Key Extraction Oracle Okg(id;): C runs the KeyGen(msk,id;,
params) algorithm to generate the private key sk;q, of identity id; and
returns sk;q, to A.

e Re-encryption Key Generation Oracle Oggk(id;,id;): C generates and
returns the re-encryption key RK;_,; from identity id; to id;.

— Output: A returns sk;» as the private key of an identity id}. A wins the
game if sk} is a valid private key of an identity ¢d; whose private key has not
been queried for.

The advantage of A in attacking the collusion-resistance or delegator secret
security of the scheme is defined as Advf{s K = Pr[A wins], where the probability
is over the random coin tosses of the challenger C and adversary A. A scheme
is defined as (t,¢)-DSK secure against a t-time adversary A making at most
gk £ key extraction queries and qri re-encryption key generation queries if the

advantage of A is: AdvﬁSK <e

4 Our Proposed Collusion Resistant IB-PRE Scheme

4.1 Overview of Construction

The starting points of our contruction are the IB-PRE scheme of Green and
Ateniese [8] which is based on Boneh and Franklin’s IBE scheme [4] and BLS
short signature [5]. In the system by Green and Ateniese, the PKG chooses
a random element s « Z; as the master secret key and sets the private
key for an identity id; as Hj(id;)®. Note that the hash functions are used
as defined in the IB-PRE scheme in [8]. The original ciphertext of a message
m € {0,1}™ is computed by choosing a random element o « G and computing
r = Hy(o,m). Then the ciphertext components C; = ¢g", Cy = 0-é(g*°, Hy (id;)")
and C3 = m @ Hs(o) are computed. S = H3(id;||C1]|C2||C3)" is computed as a
BLS signature used during re-encryption/decryption to confirm well-formedness
of the ciphertext. Finally C = (C1,C5,C3,S) is output as the ciphertext of
message m. The re-key is generated by picking a random element N «— {0,1}"
and computing K = é(skiq,, Hy (id;)). The re-key RK; .; = (RK} ;, RK} ;) =
(N, Ho(K,id;,idj, N) - skiq,) is computed. Now, if the proxy and delegatee col-
lude, K = é(H,(id;), skiq,) is computed and the private key of the delegator can

RK?2

i

be recovered by computing sk;q, = T (Ridsid; N

In order to extend the system proposed by Green and Ateniese to the
collusion-resistant setting, we introduce another generator A and two group ele-
ments g1 = ¢°, b1 = h° to the public parameters. In our attempt, the PKG
chooses s « Z; as the master secret key. The re-key is generated by picking
81,89 < Z; and Computing Tij = H5(é(Ppubl , Hy (Zd])“f), idz‘, idj), where Tij € Z:;
and Pyup, = gi. The re-key is computed as RK; _; = (RK;_;,RK? ; RK} )
((skig,)~ ' - h%i%2 h;®* g%1). We construct our re-key in such a way that the pri-
vate key of the delegator (sk;q, € Gq) is blinded with a random salt and can only
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be removed in the target group G during decryption of the re-encrypted cipher-
texts. The private key sk;q, of delegator can be retrieved from the re-key compo-
nent RK%_,J- only by users with the knowledge of both sk;q; (the delegatee’s secret
key) and random element sy (chosen by delegator). This clearly makes it infea-
sible to retrieve the private key sk;q, in Gy from the re-key, which prevents the
colluders to recover the delegator’s private key and provides collusion-resistance.

4.2 Construction

In this subsection, we present the construction of our collusion-resistant IB-
PRE scheme followed by its correctness and security proof. Our IB-PRE scheme
consists of the following algorithms:

1. Setup(A): The PKG takes the security parameter A as input. Let G1, G be
groups of prime order g and let g, h be the generators of G;. The PKG picks
d « Zj and computes g = g% and hy = ho. Let é : G; x G; — Gp be an
admissible bilinear map.
Five cryptographic hash functions are chosen by PKG as below, which are
modelled as random oracles in our security proof:

H :{0,1}" - Gy
Hy:Gr x {0,1}" — Z
H; : Gy — {0,1}"
Hy :{0,1}* - Gy
Hs : Gr x {0,1}* — Z;

The PKG selects s & ZZ, computes Ppup, = ¢°, Pouwp, = gi and
the master secret key msk = s. The message space M is {0,1}". PKG
returns the public parameters params = (G1,Gr,g,h, 91,71, Ppub, » Ppubs
é, Hl, HQ, ]{37 H4, H5, n)

2. KeyGen(msk, id;, params): For an identity id; € {0, 1}*, the PKG computes
the private key sk;q, = Hi(id;)° and sends sk;q4, to user id; in a secure way.

3. ReKeyGen(skq,, id;, params): The user with identity id; generates a re-
encryption key from id; to user id; as below:

— Select sy, s2 & Ly.
— Compute Tij = H5(é(Ppub1,H1(idj)s’), Zd,,@dj) S ZZ
— Compute RK%_,j = (skig,)"1 - h®i%2 = Hy(id;)™ - h*%2 € Gy.
Compute RK?HJ- =h;*? € Gy.

— Compute RK‘:?_)J. = g° € Gy.
The delegator id; sends the re-encryption key RK;_.; = (RKiLj7
RK? ) to the proxy via a secure channel.

i—j

4. Encrypt(m, id;, params): To encrypt the message m e M for the user with

RK?

z—»ja

identity id;, the sender chooses o & Gr and computes r = Hy(o, m). The
sender then computes the ciphertext C as below:
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— Compute C; = g" € Gy.
— Compute Cy = g7 € Gy.
— Compute C3 = 0 - é(Ppus,, Hi(id;)") € Gr.
— Compute C4 = m @ Hs(o) € {0,1}".
- Compute Cs = H4(Zdz||C1||C2||C3H(C4)T € Gy.
The sender returns the first-level ciphertext C = (Cy,Cy, Cs3,Cy, Cs).
5. Decrypt(C, skiq,,params): With input a first level ciphertext C =
(Cq,Cy,Cs5,Cy,Cs), user id; with his private key sk;q, decrypts as below:
— Check if both the following conditions hold:

2

é(C1,91) = é(g,Co) (1)

?

€(Cy, Hy(1d;||C1||C2[|C5]|Cy)) = é(g,Cs5) (2)

If either of the conditions fail, it returns “INVALID CIPHERTEXT”.
— Otherwise, compute ¢ as below:

Cs
= 3
7 é(@g,skidi) ( )
— Compute the message:
m=Cy® Hs(0), (4)
— Check the following condition:
Cy = g, 2(7m). (5)

If satisfied, it outputs m, else outputs “INVALID CIPHERTEXT”.
6. Re-Encrypt(C, RK;_,;,params): The proxy re-encrypts the first-level
ciphertext C to second-level ciphertext D as below.
— Check if the following condition holds:

é(Ch, Ha(idi] |C1]|C2|C5|C4)) = é(g, Cs). (6)
— If the check fails, return “INVALID CIPHERTEXT”.
- SetD; =Cy=¢" € 4
— Set Dy =RK}_,; = g% € Gy,
— Compute D3 = C3.6(Cq, RKll-ﬁj) =0.é(g7, h"%?) € Gr,
—SetDy =C4=m® Hg(O‘) S {0, 1}”,
~ Set D5 = RK?_,; = h{* € Gy.
The proxy returns the second-level ciphertext D = (Dq, Dy, D3, Dy, D5).
7. Re-Decrypt(D, skiq,, params): With input a second-level ciphertext D =
(Dq, Dy, D3, Dy, Ds5), the delegatee id; performs the following computations:

— Compute zy; = H5(é(D2, skiq, ), id;, id;) using private key sk;q, .
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— Compute o as below:

D
=—. 7
g é(Dl,DS)IU ( )
— Compute the message m as:
m:D4@H3(0). (8)
— Check if the following condition holds:
Dy L gHatom, 0

If the check holds, it returns m else returns “INVALID CIPHERTEXT”.

4.3 Correctness

Our collusion resistant unidirectional IB-PRE scheme is consistent and correct,
which can be verified using the following computations:

— Correctness of first-level ciphertext verification from Eq. 6:

RHS = é(C1, Hy(id;]|C1||C2||C3]|C4))
= é(g", Ha(id;]|C1]|C2||C3]|Cy))
(

— Consistency between encryption and decryption from Eq. 3:

Cs
é(Cy, skid;)
- €(Ppub,y, Hi(ids)")
é(Cq, skia;)
o-eé(g:®, Hy(id;)")
é(g17, Hy(id;)®)
=0

=LHS.

RHS =

Using o in Eq. 4, we get:

RHS =C4 EBHg(O’)
=m

=LHS.
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— Consistency between re-encryption and re-decryption from Eq. 7:
D3
(D1, D5)™
C3.6(Cy1,RK]_,)
- ¢(Cy,RK?

24»])

RHS =

D>

o.é(gy, h™is2)
e(gm, hy)™
=0

=LHS.
Using ¢ in Eq. 8, we get:

RHS =Ds @ Hs(o)
=m® Hs(0) ® Hs(0)
=m
=LHS.

Remark 1. Our IB-PRE scheme defines the two levels of ciphertexts as follows.
The first level ciphertext C = (Cq, Cy, C3,Cy, Cs) is generated by the Encrypt
algorithm, which includes the delegatable ciphertexts encrypted towards the
delegator. The second level ciphertext D = (D1, Dy, D3, Dy, D5) is generated by
the Re-Encrypt algorithm, comprising the re-encrypted ciphertexts that cannot
be delegated further in encrypted form. When a user stores her data encrypted
in the cloud, the data may belong to any of the two categories.

4.4 Security Proof
Collusion Resistance

Theorem 1. Our proposed scheme is DSK-secure under the m-CDH assump-
tion. If a DSK adversary A breaks the DSK security of the given scheme with
an advantage € in time t, then there exists a challenger C who solves the m-CDH
problem with advantage € within time t' where:
€
€> —
e(1+qxr)

t* <t+O(qu, + 3qrk + qxE)ter + O(qrK )top,

where e is the base of natural logarithm, te; denotes the time taken for exponen-
tiation in group Gy and tp, is the time taken for one bilinear pairing operation.
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Proof. Let A be a p.p.t adversary that has a non-negligible advantage € in break-
ing the (¢,€)DSK security of the scheme with access to the random oracle Hj.
Then, we can construct a polynomial time algorithm C to solve the m-CDH
assumption in G; with a non-negligible advantage. Note that the hash functions
H,, H3, Hy and Hj are not modeled as random oracles in the proof. Algorithm
C accepts as input a properly-distributed tuple (G; = <g>,ga,gb,g%,g%> and
outputs the value of g°. C plays the DSK game with A in the following way:

— Setup: C implicitly defines the master secret key msk = a and § = %. It sets
*

q’

and h; = (g%)” and returns the resulting system parameters params to A.

— Queries: C interacts with A in the following ways:

e H,(id;)Oracle: C maintains a list Ly, with tuples of the form (id; €
10,1}, yi € Zy, ki € Zy, i € {0,1}). If the tuple (id;, yi, ki, ;) already
exists in Ly, , retrieve and return the value y;. Else randomly set o; €
{0,1} such that Pr{o; = 0] = v which is defined as in the first level
ciphertext security. Set the hash value according to the following cases:

* If a; = 0, select z; < Z;, compute y; = g* and set H;(id;) = y;.
* If a; =1, select z; < Z7, compute y = (g?)%. Set Hi(id;) = v;.
Store tuple {(id;, y;, z;, ;) in list Ly, and return y;.

e Private Key Extraction Oracle Ok g(id;): C responds to the key-extraction
query of an identity ¢d; by first checking for a tuple (id;, y;, ki, o;) already
exists in Ly, . If oy = 1, abort and return failure. Otherwise, return
skia, = (g*)"" as the private key of identity id;.

o Re — encryption Key Generation Oracle Og (id;, id;): C maintains a list
Lrg that contains tuples of the form (id; € {0,1}*,id; € {0,1}*,z;; €

Z;,RK}*}]- S Gl,RKZZHj (S Gl,RKigﬁj S G1781 S Z;,EQ € ZZ> C
responds to the re-encryption key-generation queries of A from user id; to
id; by searching list Ly, for tuples corresponding to id; and id; respec-
tively and computing the re-keys as per the following cases:

* Check if the re-key RK;_.; exists in Lgrg by searching for a
tuple (idi,idj,xij,RKZL]-,RK?Hj,RK?Hj,sl,@). If present, return
RK7_,]

* If oy =0 A oj = 0: generate the re-keys as per ReKeyGen protocol.

* If oy = 0 A oj = 1: generate the re-keys as per ReKeyGen protocol.

* If ; =1 A a; = 0: pick @5, 81,82 < Zy. Update list Ly, with the
tuple (é(¢%, g%°"),id;,id;, z;;). Implicitly define sy = zix;jlu’ler 39
and compute the re-key RK;_,; as follows:

- Compute RK} ;= (g*)"*3%.

- Compute RKZ; = (g")" - (g )",
- Compute RK} ; = g*'.

Observe that the re-encryption key RK;_.; computed is identically

distributed as the keys generated by the ReKeyGen algorithm in

the construction. Infact, we have:

. RK! . = <ga)wm,j§2 — (gbzi)—a.gauiij(lfjllfflbzri-gz) — H1(idi)_s'

1—7
hrij S2 .

v

Ppup, = g% g1 = gt and Ppub, = g . It picks v « Z¥, computes h = (g?)
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C RK? ;= (g%)" * - (9575 = (gf) (o ) = e
* If a; = 1 A aj = 1: generate the re-keys as below:

- Pick 81752,.'1,‘1‘]‘ — Z:;

- Compute RK} ;= (g)".

- Compute RKfﬂj gt s

= hj%.
- Compute RKE’_,J- =g°.

Update list Lgrx with the tuple <idi,idj,acij,RK}_WRK?_U7
R[j’;j,sl,@) Return the re-keys RK; .; = (RK] ;,RK? ; RK} ;)
to A.

— Output: Eventually, A returns sk;q- as the private key corresponding to the
identity id*, where id* is honest (a* = 1). C recovers the tuple (id*, y*, z*, a*)
from list Ly, and returns (Skid*)z*fl, where, for an honest identity id*,
(skig:)® " = (g™*")*" " = g is the solution to the m-CDH problem.

— Probability Analysis: We calculate the probability that C aborts during
the simulation. Let Abort denote the event that C aborts during the game
and gx g denote the number of queries made to the key extraction oracle. We
note that C' does not abort in the following events:

— FEi: o =0 in the Private Key Extraction phase.
— FEq: o =1 in the Output phase.
We have Pr[—Abort] > %2 (1 — ~), which has a maximum value at yopr =

dKE ] -
- Using yopr, we obtain:

*—

1

Pr[—Abort] > ——.
e(1+qxp)

Therefore, the advantage of C in solving the m-C DH problem is:

€ > € Pr[-Abort]
>_ ¢
“e(l+qxp)’

where, e is the base of the natural logarithm. The running time of C is:

t* <t+ O(qu, +4qrKk + qxE)ter + O(qrK )top-
This completes the proof of the theorem. (I
First-Level Ciphertext Security

Theorem 2. Our proposed scheme is CCA-secure for the first level ciphertext
under the DBDH assumption. If an IND-IBPRE-CCA adversary A breaks
the IND-IBPRE-CCA security of the given scheme with an advantage € within
time t, then there exists an adversary C that solves the DBDH problem with an
advantage €' within time t' where,

€
e > ,
~ e(l1+qrr +9KE)
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t" <t+ (qm, + qu, + qus + qH, + qus + 4k E + drK + QRE + dDEC
+qrEDEC)O(1) + (98, + a1, + 9xE + 44rK + TqrRE + 64DEC + 34REDEC )tet
+ (¢rK + 59rE + ¢pEC + 24REDEC)tbp,

where e is the base of natural logarithm, te; denotes the time taken for exponen-
tiation in group Gy and ty, denotes the time taken for bilinear pairing operation.

Proof. Due to space constraint, the proof of first-level ciphertext security in
given in the full version of the paper [14]. |

Second-Level Ciphertext Security

Theorem 3. Our proposed scheme is CCA-secure for the second-level cipher-
text under the m-DBDH assumption. If an IND-IBPRE-CCA adversary A
breaks the IND-IBPRE-CCA security of the given scheme with a non-negligible
advantage, then there exists an adversary C who solves the m-DBDH problem
with an advantage € within time t' where,

/ € __ 4H;

> ,
“e(l+gxr) 2%

t" <t+(qu, + qu, + qu, + qu, + qHs + 4B + 4rRK + 4DEC + REDEC)O(1)
+ (qu, + qu, + 59rK +69pEC + 3¢REDEC)tet + (4RK + dDEC + 2qREDEC)thp,

where e is the base of natural logarithm, te; denotes the time taken for exponen-
tiation in group Gi and ty, denotes the time taken for bilinear pairing operation.

Proof. Due to space constraint, the proof of second-level ciphertext security is
given in the full version of the paper [14]. O

5 Discussion on a Collusion-Resistant IB-PRE
Scheme in [19]

In the scheme due to Wang et al. [19], the first-level ciphertext Crp consists
of the following components: (Cy,Cs, C3, Cy, Cs, Cs,C7) = (9", (g2g3)", (g1 P )",
SE.Enc(Hz(e(g1,92))"), M), Hi(svk)", svk, o). Note that the hash function H; is
defined as Hy : S — G, where S is the public key space of the one time signature
scheme used in the construction. In order to simulate the ciphertext component
Cs = Hi(svk)" in the Challenge phase, the Challenger must know the value r to
form a valid ciphertext component C5, and when we know such an 7, that would
solve the discrete log problem with respect to Cy. Also, wellformedness of the

ciphertext can be verified using the following check: e(Cy, H1(Cs)) < e(g,C5).
Therefore, the challenge ciphertext cannot be simulated without the knowledge
of the exponent r, which would lead to solving the discrete log problem.
Another big omission noticed in [19] is that, the private key generation uses
a signature scheme whose security is not proven or known. It is quite unlikely
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that a standard model proof is possible for this signature scheme since the key
components d; and d} are not used as exponents of the generator but used
directly as elements of Zy. In fact, there are no known signature schemes in the
standard model with the keys used directly.

In light of the above observations, it is impossible to prove the security of
the scheme due to Wang et al. [19].

6 Conclusion

Though there are several proxy re-encryption (PRE) schemes in the literature
constructed in the identity based setting, only one IB-PRE scheme due to Wang
et al. [19] which is CPA-secure for the first-level ciphertext and CCA-secure for
the second-level ciphertext, has reported the collusion resistance property in the
standard model and adheres to the standard definition of PRE. However, the
scheme is not provably secure, as discussed in our work. Our collusion resistant
PRE scheme adheres to the standard definition of PRE, and is shown to be adap-
tively CCA secure in the random oracle model for both the first-level and second
level ciphertexts. Also, the definition of collusion resistance is met wherein the
colluders (proxy and the delegatee) cannot obtain the private key components of
the delegator. Thus, this paper proposes the first provably secure collusion resis-
tant IB-PRE scheme based on the Decisional Bilinear Diffie Hellman (DBDH)
assumption and its variants in the random oracle model.
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