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Abstract—Using graph clustering, we improve accuracy of
Kronecker social networks which are protected by differential
privacy. Ensuring the differential privacy implicates addition of
marginal changes to the network and publishing the modified
network data. In many cases, it induces a large gap between
the original network and the modified graph statistics, such that
very little useful information can be inferred from the published
graph. We use the fact that network structures in all graph
clusters are similar, to improve the utility of the publication
methods based on Kronecker graphs. Instead of anonymizing
the social network as a whole, we anonymize each cluster
of the network separately, and combine the sanitized results
thereafter. We justify why this idea provides an anonymized
social network with high utility and also prove that our output
social network ensures rigorous differential privacy guarantees.
Our experimental results show that our mechanism exhibits good
agreement of the structural properties with the real graphs, and
outperforms the existing anonymization techniques for certain
utility measures.

Index Terms—anonymization, differential privacy, social net-
work privacy, clustering

I. INTRODUCTION

Social network datasets are complex graphs representing
entities and connections between them. The entities correspond
to individuals connected by edges which depict relationships
such as the friendship network describing personal relation-
ships, communication network that illustrates the interactions
among the employees in an organisation and citation network
where authors are linked by co-citation relationships. In recent
years, social networks have received dramatic attention in
research and development [1].

As more and more social networks are being published for
knowledge discovery, privacy of individuals has become a seri-
ous concern. Naive anonymization techniques of releasing the
data by just removing identifiers of individuals is not enough
to preserve privacy. Several works such as [2] give a possible
attack using which an adversary can learn the structure of a
subgraph of the anonymized network. By knowing a subgraph,
attackers can guess with large probability if two particular
nodes have a link between them. They can further have users’
friend list, which is an information that most social network
users do not wish to reveal.

Differential privacy [3] is a notation that measures if a
particular information is protected from attackers. It is one
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of the most commonly-used notations as it provides rigor-
ous guarantees of privacy while allowing diverse range of
queries to be answered approximately. There are three main
differential privacy models for social networks: node privacy,
edge privacy, and weighted edge privacy [4]-[6]. In this work,
we consider the edge privacy model. In this model, two
graphs that differ by just one edge are called “neighboring”
graphs. We modify our original graph using some probabilistic
methods, and ensure that the outputs of the methods from two
neighboring graphs are not distinguishable. From the outputs,
attackers then cannot distinguish between the original graph
with a link e and the original graph with the link e being
removed. By that, they cannot guess if the link e does exist
in the original graph. The information that two persons are
friends in the social network is not revealed to them.

There are several probabilistic methods proposed for the
edge privacy model. Most of these methods aim at releasing
a particular information of social networks. Those include the
work by Hay et al. [5] which aim to output degree distribution
of a graph, the work by Kenthapadi et al. [7] which aim to
output a graph which shortest path lengths of two particular
nodes are preserved, and the work by Ahmed et al. [8] which
aim to output a graph of which adjacency matrix is has the
similar eigen vectors to that of the original graph. On the other
hand, several methods are proposed to output a graph that can
give several graph information. Those include the work by
Nguyen et al. [9] and Xiao et al. [10]. Although the general-
purpose graph outputs are more desirable in practice, as far as
we know, we cannot get accurate information from the outputs
of most existing methods. It is therefore important to improve
their accuracy.

Many general-purpose methods, including those recently
proposed, are based on Kronecker graphs [11]-[14]. Due to
their rich mathematical structure, Kronecker graphs have been
well-studied in the literature. Leskovec et al. [15] showed
a stochastic variant of Kronecker graphs which can model
real world networks. Subsequently, it was shown in [15]-[17]
that these graphs possess many important properties of social
networks like power law degree distribution, betweenness
centrality distribution, community structure, and so on. Since
these graphs model real world networks so well, we use the
stochastic Kronecker graph model to anonymize our social
network and give rigorous privacy guarantees in the edge-
privacy model for differential privacy.
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A. Our Contribution

In this work, we aim to improve the accuracy of results ob-
tained from previous kronecker graph generation algorithms.

We propose a pre and post-processing technique
based on graph clusterings that generates Kronecker
graphs that are closer to the original social network.

Typically, most social networks have a few clusters. In this
work, we propose to provide each of these clusters as inputs
to the differential privacy methods. We then obtain respective
Kronecker graphs from the methods. Our output is an average
of those Kronecker graphs.

We observe that each of the clusters usually have similar
network structures and, without considering differential pri-
vacy models, the resulting Kronecker graphs are also very
similar. However, on applying differential privacy, the resulting
published Kronecker graph are altered. Intuitively, we can
think that the differential privacy methods add some noise to
the Kronecker graphs. Taking an average of a few Kronecker
graphs can then reduce the magnitude of noise we add during
the privacy process.

On the other hand, in this paper, we can show that taking
an average of the outputs does not increase the risk of
being attacked. If the method applies to each of the clusters
guaranteeing (&,0)-differential privacy, publishing the average
output can also guarantee the same (g,0)-differential privacy.

We show by our experimental results that we can signif-
icantly improve accuracy of the social network publications.
The distribution of degrees and shortest path lengths in our
published graphs is closer to the original graph than that
obtained without the pre- and post-processing. Some of our
published graphs have even better utility than the networks
without differential privacy.

B. Related Works

There are several results that use graph clustering to ob-
tain social network privacy. Before the notion of differential
privacy was introduced, methods for privacy notions, such as
k-anonymity [18] or /-diversity [19] were used, that involved
placing individuals into groups, then replacing information
of each individual with information of the group they are
assigned to. By that, it is natural to put individuals with
similar information to the same group. Because we can have
individuals with similar friends by clustering algorithms, there
are many results using clusters to improve the accuracy of the
published information [20]-[23]. On the other hand, it is not
natural to use graph clusters for differential privacy notions.
Most of methods for such privacy notions usually focus on
how to add minimal noise to the original network, and it is
not trivial to find relationships between the noise and clusters
of graphs. Also, it is required to prove mathematically that
such a clustering method produces a graph that satisfies the
notions, but it is not easy to link graph clusters with the proof.

To the best of our knowledge, all existing results for
differential privacy notions mentioning graph clusters (such
as [8]) do not aim to use graph clusters as a tool to achieve

better accuracy. They aim to have a resulting social network
which has similar graph clusters to the original graph. In other
words, we are the first to use graph clustering as a tool and
not as an expecting output.

Some of our ideas are adopted from the work by Smith
[24]. In their work, they also propose to divide information
to several pieces. However, they do not mention a way to
divide the information nor provide experimental results. We
found that dividing an information in an arbitrary way does not
improve an accuracy of our publication. We then significantly
modify the algorithm. As a result, we also need to provide a
new differential privacy guarantee proof for the new algorithm.

II. PRELIMINARIES

In this section, we give required notations and background
for this paper. Throughout this paper, we denote a set of
possible graphs by ¢ and a set of possible outputs from our
algorithm by Y.

A. Differential Privacy

Differential privacy is a well-known and rigorous way to
quantify how much private a data publication is. A formal
definition of differential privacy under edge privacy model is
given as follows:

Definition 1 (Differential Privacy under Edge Privacy
Model [5]). Let </ : 9 — Y be a randomized algorithm that
takes as input a graph G € 9 and outputs values in the range
Y, where & is the space of all graphs on n nodes. < is (€,0)-
differentially private on 94 if for all graphs G,G' € 4 which
differ in one edge and for all subsets S CY, we have,

P/ (G) € S] < exp(e)P [/ (G') € §] + 6,
P/ (G) € §] > exp(—€)P [/ (G') € S| - 6,

where the probability is taken over the randomness of <.

B. Kronecker Graphs [15]

Stochastic Kronecker graphs is a random graph model that
obeys common network properties. The model uses a standard
matrix operation, called the Kronecker product. The Kronecker
graph model is based on recursive construction of self-similar
graphs, starting with an initiator probability matrix K; on
N; vertices, where each entry in the adjacency matrix is
the probability that the edge is present in the graph. Using
Kronecker product, larger graphs Kj,---K, are generated,
where K, is a graph with Nf’ nodes. We define Kronecker
product as follows:

Definition 2 (Kronecker product of graphs). The Kronecker
product of two matrices A and B of dimensions n x m and
n' xm' is given by:

a;, 1B apB aymB
az B (lng aZ,mB

C=A®B=| . (1)
Q.| B asz anmB
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We let MP denote the p'* Kronecker product of M, that is, M
multiplied with itself for p times.

Definition 3 (Stochastic Kronecker graphs). Let &?| be a Ny x
N1 matrix, such that each entry 6;; € &\ belongs to [0,1].
Let &, be the p'" Kronecker power of 2, i.e. Py, =PV
Interpret matrix &, as the edge probability matrix of a graph
with Nf nodes, i.e. matrix &2, defines a distribution on graphs
with NV nodes, such that, to sample an instance K = R(2)),
we include edge (u,v) in K with probability P,, € &,.

The KronFit Algorithm: Leskovec et al [15] gave an ef-
ficient algorithm called KronFit which fits a stochastic Kro-
necker graph model to a given social network. That is, they
use maximum likelihood estimation to find the values of an
initiator matrix &7, which maximizes the probability of G
begin generated from L@f) . Since node labellings do not matter,
the likelihood of G is the average of the likelihood of G over
all permutations of its vertices. We have that, the likelihood
of G equal to /(0) is,

1(60)=10gP[G | 6] =10g) P[G|6,0]P[c | 6]
=1log) P[G | 6,0]P[o],

where ¢ is a permutation of the vertices of G. Using a gradient
descent algorithm they find @y r = argmaxq (6).

The speed of KronFit algorithm is significantly improved in
the work by Kim and Leskovec [25]. However, as the work
provides a similar result as KronFit in term of Kronocker graph
results and speed is not the main issue of this work, we choose
to use the original KronFit algorithm.

Utility Preservation by Kronecker Graphs: Leskovec et
al. [26] show an empirical analysis of how Kronecker graphs
exhibit statistical properties of social networks, such as degree
distribution, small world phenomenon, and communities.

Mahdian and Xu [27] provide a theoretical study of the vari-
ous properties exhibited by stochastic Kronecker graph model.
A comparison between real-world networks and stochastic
Kronecker graphs fitted using a 2 x 2 matrix & is demon-
strated in [15]. The analysis is shown against the following
real world networks - the autonomous systems (AS) network
obtained from the University of Oregon Route Views project
[28], a blog network (Blog-natO6all) and a large online so-
cial network (Epinions). They compare the fitted Kronecker
graphs to the social networks for global statistics like degree
distribution, hop plot and densification power law.

C. Kronecker Graphs with Differential Privacy

Mir et al [11] resort to the “moment matching method” of
Gleich et al [29] towards constructing a private estimator of
Kronecker parameters. Their algorithm matches four statistics
of the real graph data to their expected values over the proba-
bility distribution of the networks defined by these parameters.
The four parameters include computing: number of edges (E),
number of triangles (A), number of hairpins (2-stars) and
number of tripins (3-stars). They compute differentially private
estimations of these four statistics. Further, they adapt the

Kronecker moment estimation in [29] with the differentially
private statistics to compute the private Kronecker matrix.

III. OUR ALGORITHM

Our algorithm is formally described in Algorithm 1. We
first divide our social network G into k partitions using graph
partition algorithms. As we expect all clusters to have similar
size, we believe that techniques based on spectral clustering
such as [30] are the most appropriate methods.

Algorithm 1 Pre- and post-processing method to improve
differential privacy algorithm based on Kronecker graphs

Input: Social network G
Output: Kronecker graph 7z which satisfies the notion of
differential privacy

1: Partition the graph G into k clusters with similar sizes.
Let the set of nodes in each of the clusters be V,...V;.

2: Let A be an adjacency matrix of G and A[V;,V;] be a sub-
matrix of A of which set of rows are rows in A correspond
to V; and set of columns are columns in A correspond to
Vi.

3: Fi)r all i,j, give the matrix A[V;,V;] as an input of a
private Kronecker graph algorithm. Let the Kronecker
graph obtained from the algorithm be z[V;,V;].

4: Output z= Y z[V;,V;]/k>.

ij

5: return Z.

Next, we consider the adjacency matrix A of G. We divide
the matrix based on the clustering results. As nodes in the
graph are divided into k sets, columns and rows of the matrix
are divided into k sets, denoted by Sy,...,S;. We then have a
sub-matrix A[V;,V;] from columns S; and rows S; of A, and
the number of sub-matrices obtained from the division is k2.
Those k> sub-matrices are results of our pre-processing step.

We execute a differential privacy method for k> times and
give a different sub-matrix to the method for every different
execution. Then, we get a different output z[V;,V;| at each
iteration. The output of our post-processing is the average of
those outputs.

We guarantee privacy of our pre- and post-processing in the
following theorem.

Theorem 1. If the differential privacy method we use in
Line 3 of Algorithm 1 is (&, 8)-differentially private, then our
algorithm is also (&, 8)-differentially private.

Proof. Consider two neighboring graphs G and G’ with ad-
jacency matrices A and A’. Suppose we divide the graph
into Vi,...,Vi. The inputs to the differential privacy method,
denoted by f, is then A[V;,V;] and A’[V;,V;]. As G and G’ are
different by one edge, only one element in A and A’ is different.
We assume without loss of generality that the differing element
is in A[V1,V1] and A'[V},V}]. By that, for (i, j) # (1,1), we have
AlV;, V] =A'[V;,V;] and for any possible z,

Pf(A[V;,V)]) = 2] = P[f(A'[Vi, Vj]) = 2].
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As there is only one differing element between A[V;, V)] and
A’[V1,V1], a graph corresponds to them are neighbors. By the
fact that f is (g,0)-differentially private, we have

Pf(A[V1,V1]) = 2] < exp(e) P[f(A'[Vi,V1]) = 2] + 6.
Let . (2) == {[z[Vi, V)]l 1<i j<k : £.2[Vi, Vj]/k* = Z}. Denoting
Algorithm 1 by g, we have "
Plg(A) =1

= Y Plf(A[V;,V}]) = 2[V;, V] for all i, j]
[2[Vi,Villi<i,j<k €7 ()

I
™

[TPLF AWV Vi]) =2V, Vil]

ViVilhi<ij<k€(2) ]

LI

zVi,Villi<ij<k€7(2) (i.)#(L,1)
PIf(AVi,W1]) = z[Vi,Wi]]]
[ J] PlrA' VLV =2Vi, V)]
z[Vi,Villi<i j<x€7(2) (i.)#(1,1)

-(exp(e) P[f(A'[Vi,V1]) = 2[V1,V1]] + )]
[ II PU@AW,v]) =2vi,Vil]
ViVilli<ijak €7 (2) (L.J)#(1,1)
-exp(e) P[f(A'[Vi,Vi]) = z[Vi,V1]] + 0]
< exp(e) Y TTPLF AV V)) = 2lvi, V]

ViVilhi<ijax€7 (@) i

I
g

PIf(A[V:,V]) = 2[Vi, V]

IN
™

IN
™

+5]

exp(e)Pg(A") =2]+ 6
By the same argument as above, we can also show that
Plg(A) =7] > exp(—¢)P[g(A’) = 2] - 6.

O

IV. EXPERIMENTAL ANALYSIS

In this section, we empirically evaluate the performance of
our proposed algorithm on real-world networks. We compare
our technique with the different results used for fitting the
parameters of the Kronecker model.

A. Settings

We use the following four social networks from the Stanford
large dataset collection [31].

¢ CA-GrQC and CA-HepPh: These are co-authorship net-
works from arXiv [15]. The nodes of the graph represent
authors, and an edge between two nodes exists if the
authors jointly wrote a paper. The networks are undirected
and the edges are unweighted.

o AS20: It is a technological infrastructure network [15],
where each node represents a router on the internet. Edges
indicate the presence of virtual or physical connection
between the routers. The network is undirected and the
edges are unweighted.

o Wiki-Vote: It is a who-votes-whom network, created from
Wikipedia adminship election data. The nodes in the
network represents volunteers and administrators, either

casting a vote or being voted on respectively. An edge
indicates a vote cast by the volunteer towards an ad-
ministrator. The underlying network is directed, but for
our experiments, we have converted it into an undirected
network by dropping the direction of the edges.

In order to demonstrate the correctness of our proposed
method, we compare it with other two approaches towards
fitting Kronecker graph model to real-world networks. We
generate the synthetic Kronecker networks from Kronfit [15]
and private [11] moment-based estimators of the network using
the provided library [31] and the code provided by Gleich
et al. [32] respectively apart from our algorithm for all the
experiments. Table 2 enumerates the results of our algorithm
alongside that of Mir et al. [11] and Leskovec et al. [15].

We set the number of clusters in our algorithm to 2, and
also set the size of Kronecker matrix, denoted by Nj, in all
of the algorithms to 2. The results are then 2 x 2 matrices.
As social networks in our interest are undirected, the output
Kronecker matrices are symmetric. We denote the symmetric
2 x 2 matrices in the following form:

<

The results in Table 2 are the values of a,b,c of the
Kronecker matrices obtained from all of the datasets and
algorithms.

B. Results

TABLE 2: Kronecker matrices obtained from all algorithms
and datasets when assuming that the matrices are in the form
of [5¢]

Algorithm AS-20 CA-GrQC | CA-HepPh | Wiki-Vote
Kronfit [15] | a =0.99 a=0.99 a=0.86 a=0.99
b = 0.50 b =0.29 b = 0.57 b =0.64
c=0.39 c=0.58 c=0.18 c=0.15
Private [11] | a =0.99 a=0.99 a=0.87 a=0.99
b =0.56 b =054 b =0.60 b =0.55
¢ =0.01 c=0.14 c=0.11 ¢ =0.01
Our work a=0.9 a=099 a=0.89 a=099
b =0.56 b =0.49 b=0.56 b =0.51
c=0.01 c=0.12 ¢ =0.08 c=0.01

Given the parameter estimates of the graphs, we study
the distribution of different graph properties of the realised
Kronecker graphs along with the original graphs. All exper-
iments pertaining to private and our method are conducted
for (0.2,0.1)-differential privacy. We generate 100 synthetic
graphs from the estimated parameters using all three methods,
and compute different expected statistics [15] as enumerated
next over these 100 graphs. To prove correctness of our idea,
we use the most common graph clustering algorithm, spectral
clustering with k-means [30], [33] in this experiment.

1) Degree Distribution: the distribution of the degree of the
nodes.

2) Hop-plot: the number of reachable node pairs g(h)
within £ hops, as a function of the number of hops A.

Authorized licensed use limited to: California State University Fresno. Downloaded on June 28,2021 at 21:45:53 UTC from IEEE Xplore. Restrictions apply.



Number of hops. In-degree

(a) Hop plot (b) Degree Distribution

(c) Scree plot

Node degree Rank

(d) Clustering (e) Network value

Fig. 1: AS-20: Overlayed patterns of real graph and three fitted Kronecker graphs using Kronfit [15], Private [11] and our

algorithm Anon.

Number of hops.

(a) Hop plot (b) Degree Distribution

Fig. 2: CA-GrQC: Overlayed patterns of real graph and three fitted Kronecker graphs using Kronfit

algorithm Anon.

100 107

Number of hops. In-degree

(a) Hop plot (b) Degree Distribution

Fig. 3: CA-HepPh: Overlayed patterns of real graph and three
algorithm Anon.

Number of hops -

(a) Hop plot (b) Degree Distribution

Fig. 4: Wiki-Vote: Overlayed patterns of real graph and three

algorithm Anon.

3) Scree plot: the eigenvalues (singular values) of the graph

adjacency matrix, versus their rank using logarithmic

scale

Network values: the distribution of eigenvector compo-

nents (indicators of “network value”) associated to the

largest eigenvalue of the graph adjacency matrix

5) Average clustering coefficient: the average clustering co-
efficient as a function of the node degree. The clustering
coefficient is a measure of the extent to which nodes in
a graph tend to cluster together.

4)

We compute and plot the above statistics for all four
datasets, experimented using our approach alongside other two

(c) Scree plot

(c) Scree plot

(c) Scree plot

Component o

Node degree Rank

(e) Network value

[15], Private [11] and our

(d) Clustering

Node degree Rank

(d) Clustering (e) Network value

fitted Kronecker graphs using Kronfit [15], Private [11] and our

107
Node degree Rank

(d) Clustering (e) Network value

fitted Kronecker graphs using Kronfit [15], Private [11] and our

techniques as mentioned. In the overlayed patterns shown in
Figures 1, 2, 3 and 4, "Original” refers to the original dataset,
”Kronfit” refers to the Kronecker graph generated from the
parameter estimates computed using Kronfit [15] algorithm,
”Private” refers to the Kronecker graph generated from the
parameter estimates computed using Private [11] algorithm
and "Anon” refers to the Kronecker graph generated from the
parameter estimates computed in our algorithm.

In all of the graphs, compared to that obtained from the
other private Kronecker graph method [11], the data obtained
from our method has a closer number of hops and degree dis-
tribution to the original graph. In most the graphs, our method
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even performs better than the original Kronfit method [15]. For
the scree plot and network value, the previous two methods
have already performed very well giving almost the same
values as the original graphs. Our method gives the same
performances with those previous works. On the other hand,
our method does not perform very well for the clustering
result, but that can be expected. As we divide graphs into
clusters, the clustering structures in each of the clusters should
be different from the original graph. However, because the
previous works also cannot give a precise information for the
clustering structure, we can see in the results that our method
is not significantly worse than them.

By our pre- and post-processing technique, we can signif-
icantly reduce the computation time of differential privacy
methods. All of the methods including Kronfit and private
moment-based estimators take Q(n®) when n is the number
of nodes in our social networks. By our technique, although
we have to execute the differential privacy methods for k>
times, as the number of nodes is now n/k, it takes Q((n/k)?)
time in each execution. The overall computation is therefore
Q((n/k)* -k*) = Q(n? /k). We reduce the computation time of
the methods by at most k times.

V. CONCLUSION AND FUTURE WORKS

Using graph clusters, we propose a pre- and post-processing
technique to improve accuracy of differential privacy method
based on Kronecker graphs. Then, we show by our exper-
imental results that, by our technique, we can significantly
improve the accuracy of social network publication in terms of
number of hops and degree distributions. Also, we get similar
results to the previous works for other utility factors. We also
significantly reduce the computation time of the methods.

As indicated by our experiments, we have improved the
results of the existing method of Mir et al. [11]. It is very
straightforward to see that our process can be applied also
to other methods. We strongly believe that we can see similar
accuracy improvements when we apply this technique to other
methods, and we plan to verify that in our future works.
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